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Remote access for library resource through VPN connection

STEPS FOR ACCESSING LIBRARY RESOURCE THROUGH VPN CONNECTION FOR
FACULTY/STAFF/STUDENTS.

Follow the steps mentioned below to create VPN connection for laptop/desktop/mobile devices:

Download the client app from below mentioned link or follow the step from 1 to 4:
https.//drive.google.com/drive/folders/IvIbmEbmHSKcZ3[3TmvXwORIgos0ycT-

X?usp=sharing

STEP-1: Open the browser and enter any of the link mentioned below:

1. https://117.239.224.138:10443
2. https://103.36.125.154:10443

STEP-2: Enter your domain (Active Directory ID) credentials and click in “Login”

= Please Login

Name /

Password /

Launch FortiClient

STEP-3: “Download FortiClient” by using below option:

a L - di Mot secure S 11 T 200.224.1 38: 1 044 5 exbvpny' portsl. hiim b7
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B Lawunch FortiClient E) Download FortiClient =
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S5L-VPN Portal

) Launch FortiClient

(4" Quick Connection

History

-l I
Download FortiClient ~
@ i0S
& Android
== Windows
& Mac

. A

STEP-4: Click on the downloaded file and installed the client (.exe file):

00:00:21 0OB¥+ O0OB+#

SSL-VPN Portal

History

||E| FortiClientMiniSet...exe A~ |

& Launch FortiClient Download FortiClient~

[Z' Quick Connection + New Bookmark
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FortiClient Installer FortiClient Installer
Status — Status
|7 Downloading image [13%]... Unpacking downloaded image [100%)... __Eanc:el
I ]
15 FortiClient Setup — X

Welcome to the FortiClient Setup Wizard

Flease wait while the Setup Wizard prepares to guide you through the installation.

Computing space reguirements

STEP-5: Click Yes and then Next:
# FortiClient Setup - b

Welcome to the FoxtiClient Setup Wizard

The Setup Wizard will install Forb on your compulter. Click Next to continue
or Cancel io exdt the Setup Wizard,

A ves, I have read and accept the
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STEP-6: Use default setting and click next
#5 FortiClient Setup - P4

Choose Satup Type

wose the setup type that best suits \vour needs

Zero Trust Telemetry
Fabric Telemetry

Secure Remote Access
551 and IPsec VPN

Vulnerability Scan

Host vulnerability scanning and remediation

[] Advanced Persistent Threat (APT) Components
FortiSandbox detection and doud scan

STEP-7: Click on NEXT by using default setting

\

#5 FortiClient Setup - X

Additional Security Features

[ AntiVirus
Real-Time and On-Demand AntiVirus scanning

] web Filtering
Web Filtering

[] single Sign-0On Mobility Agent
Single Sign-On Mobility Agent

[ ] Anti-Ransomware

Anti-Ransomware

[] Application Firewall
Application Firewall
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#5 FortiClient Setup

Destination Folder

Click Mext to install to the default folder or dick Change to choose another.

Install FortiClient to:

Ic:\Prngram Files\Fortinet\FortiClient)

Change...

Back

e
/

Cancel

STEP-8: Use default patch and click on next:=

17 FortiClient Setup

Ready to install FortiClient

installation settings. Click Cancel to exit the wizard.

Click Install to begin the installation. Click Back to review or change any of your

Back

Install D

- —

Cancel

STEP-9: Click on install —
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17 FortiClient Setup — x

Installing FortiClient

Flease wait while the Setup Wizard installs FortiClient.

Status:

This installation process will take 2 to 5 minutes. Please wait.

# FortiClient Setup — X

Completed the FortiClient Setup Wizard

Click the Finish button to exit the Setup Wizard.

Click on “finish”.
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Step-10: To start the client app click on icon:
\

3:37PM

)|
) 11/9/2021

Or click on desktop shortcut

FortiClient

Step-11: To configure the client app click on “REMOTE ACCESS” and fill the following
details:

@ FortiClient -« Zero Trust Fabric Agent - X

R

Fle Help

Edit VPN Connection

VPN

Connection Name

Description

Remote Gateway

SRM University VPN

SRM University VPN

103 36.125.154 x
+Add F te Gateway
B3 Customize port | 10443

L3 REMOTE ACCESS

@ Client Certificate

Authentication

Enable Single Sign On (SSO) for VPN Tunnel
None v

Prompt on login O Save login
-

| Usemame

vineet
Enable Dual-stack IPva/IPvé address

There are two “Remote Gateway” i.e. 117.239.224.138 & 103.36.125.154 either, the port

number is 10443. Enter your user name (domain credentials).
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Step-12: Enter your domain password to connect VPN and click on connect

@ FortiChient -- Zero Trust Fabric Agent

File Help

K

L3 REMOTE ACCESS

Please contact ypur administrator or connect to EMS for license activation.
Unlicensed access is available until Dec 09, 2021 2:59:53 PM

VPN Name

Username

Password

@' FortiClient -- Zero Trust Fabric Agent

=

File Help
UNLICENSED

L REMOTE ACCESS

Please contact your administrator or connect to EMS for license activation.
Unlicensed VPN access is available until Dec 09, 2021 2:59:53 PM

Status: 40%
VPN Name SRM versity VPN v
Username vineet
Password Sshnae

The VPN connection has been done. Now you can enjoy connectivity.
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For Mobile phones

Step-1: Download the “FortiClient 6.0 app from “play/app store” and installed in your mobile
device:

Step-2: Open the Client app and configure:

||
R

Step-3: Click on “New VPN”
I e L

« @ FortiClient60  : ,

X Unprotected

o srmvpn

&> New VPN
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Step-4: Add a VPN Name as “SRM-VPN” and click on SSL VPN in VPN type. Click create
for further process ]

& @ FortiClient 6.0

Add VPN L

[VPN Name: |

VPN Type:

o=m -

O IPsec VPN

Step-5: Add server IP & Port number as mentioned above. And use your domain (Active
Directory ID) credentials:
<« @) FortiClient6.0

SSL VPN SETTINGS

Server G

FortiGate server address -
[ Port > ]

443

Username >

FortiGate SSL username

Certificate >

X.509 certificate in PKCS12 format

Check server certificate >

Disabled

CA server certificate >

X.509 CA server certificate in cer file
DELETE VPN
Delete this VPN tunnel profile

Lose all these settings and remove it from the list of
VPN tunnels
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Step-6: Click on Connect:

[CComec ][ setins

Step-7: Enter your “password” and click on “Login”:

Login
srmvpn

.
vineet l

FPassword

.

CANCEL LOGIN

v

< (@ ForticClient60
=7

[
Connecting to srmvpn

Cancel

Your VPN connection has been created. Now you will be able to access online library.
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© @ FortiClient 6.0

g

srmvpn
Current Session: 0:04
Remote: 103.36.125154
Local: 10.212134.202

Disconnect

"

J

UNIVERSITY

DELHI-NCR, SONEPAT



